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Severity: Critical Date: September 22, 2021 

Complexity: Low 
Type: Remote code execution 

Threat/Attack vector: Network 

 

Azure OMI (Open Management Infrastructure) CVE-2021-38647 
 
Description. 
OMI is a UNIX based application installed on the Azure UNIX/Linux VM that allows users to manage the configuration remotely & locally, 
running with root privileges. The OMI application gets installed automatically when services like Azure Automation Accounts, Update 
Management, Log Analytics, Configuration Management, etc., are used for UNIX/Linux VM's. The OMI application also exposes the 
service over port 5986 if the Configuration Management service is used for managing the machine remotely.  
Basically, anyone with access to an endpoint running a vulnerable version (less than 1.6.8.1) of the OMI agent can execute arbitrary 
commands over an HTTP request without an authorization header. 
 

Current exploit price. 
The structure of the vulnerability defines a possible price range of USD $5k-$25k at the moment.  
(Estimation calculated on 09/17/2021). 
 
NOTE: 
The current exploit price is based on exploit markets and vulnerability brokers, giving a cost-benefit perspective of threat actors versus 
the financial impact of a potential attack. 
 

Affected products. 
Azure Stack Hub, Azure Sentinel, Azure Security Sentinel, Container Monitoring Solution, Azure Diagnostics (LAD), Log Analytics Agent, 
Azure Automation Update Management, Azure Automation State Configuration, DSC Extension, System Center Operations Manager 
(SCOM), Azure Open Management Infrastructure. 
 

Recommendations. 
Since to mitigate the vulnerability, an update of OMI agent to version 1.6.8.1 or above is recommended, we strongly suggest the actions 
below to detect successfully not just the observed malicious attempts, but also potential or further malicious patterns that could not 
be linked with this vulnerability: 
 
Detection of ExecuteShellCommand and ExecuteScript behaviors: 

• look for commands running from the working directory ‘/var/opt/microsoft/scx/tmp 

• look for command that includes “RunAsProvider” using the /bin/sh shell. 

• look for commands that includes “/bin/sh /etc/opt/microsoft/scx/conf/tmpdir/scx*” 

• Enable logging for the SCXadmin tool. 
Preparation and Containment actions (to be performed before or during the event): 

• Set-SmbServerConfiguration -EnableSMB1Protocol $false 
Observed “Command Line Enforcement” commands that disable firewall rules: 

• netsh advfirewall firewall set rule  

• group=”Windows Remote Management” new  

• enable=no 
 

References. 
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38647 
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-38647 
https://techcommunity.microsoft.com/t5/azure-sentinel/hunting-for-omi-vulnerability-exploitation-with-azure-sentinel/ba-p/2764093 
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