
Early Security Alert 
Proactively helping to detect threats, attacks, and vulnerabilities, 

identifying malicious activities to quickly mitigate them. 
 

 

Take a full advantage of your services,  
generate valuable business risk indicators to the board,  
because being ready and prepared to face the next attack  
it’s totally possible and it is our duty! 

 

Contact us, and let us help:         @SOCoptimization 

csirt@QuantumCybersecuritySkills.com www.QuantumCybersecuritySkills.com 

Severity: High Date: September 15, 2021 

Impact: High 
Type: Multiple vulnerabilities 

Threat/Attack vector: Multiple 

 

List of vulnerabilities ransomware groups (or their access brokers) use to gain initial access. 
 
Description. 
During the last months, isolated efforts have been dedicating time to analyze and collect the attack vectors used by threat actors for 
ransomware cases. One of the most interesting works was develop by Allan Liska (aka ransomware Sommelier), with the support of the 
community create a well-tailored and updated list of the most popular vulnerabilities linked with ransomware gangs. With the intention 
to spread his work and contribute to mitigate risks, we have created the list below, including additional observations and correlation 
our own previous investigations: 

• 13 vulnerabilities are listed in the top 30 vulnerabilities commonly exploited in 2020 and during 2021. 

• 10 vulnerabilities are from 2019. 

• 9 vulnerabilities are from 2020. 

• 10 vulnerabilities are from 2021. 

• The average exploit price of the list is $3,500 USD. 

• The average ransom payment is $150,000 USD and the cost of downtime is $275,000 USD. 
 

Affected products. 
# Vendor CVE CVSS v3 score Attack vector Patch 

Current Exploit 
price (usd) 

1 Pulse 

CVE-2021-22893 10 Critical Improper Authentication Pulse Fix $0-$1k 

CVE-2020-8260 7.2 High Unrestricted Upload of File Pulse Fix $0-$1k 

CVE-2020-8243 7.2 High Arbitrary code execution Pulse Fix $0-$1k 

CVE-2019-11539 8 High OS command execution Pulse Fix $0-$1k 

CVE-2019-11510 10 Critical Path traversal Pulse Fix $0-$1k 

2 Citrix 

CVE-2019-19781 9.8 Critical Path traversal Citrix fix  $0-$1k 

CVE-2020-8195 6.5 Medium Improper Input Validation Citrix fix  $2k-$5k 

CVE-2019-8196 9.8 Critical 
Improper Restriction of 

Operations 
Citrix fix  $0-$1k 

CVE-2019-11634 9.8 Critical Incorrect Access Control Citrix fix  $0-$5k 

3 
Microsoft 
Exchange 

server 

CVE-2021-26855 9.8 Critical Arbitrary code execution Microsoft Exchange fix  $5k-$25k 

CVE-2021-34523 9.8 Critical 
Improper Privilege 

Management 
Microsoft Exchange fix  $5k-$25k 

CVE-2021-34473 9.8 Critical Arbitrary code execution Microsoft Exchange fix  $5k-$25k 

CVE-2021-31207 7.2 High Arbitrary code execution Microsoft Exchange fix  $5k-$25k 

4 Fortinet 

CVE-2018-13379 9.8 Critical Path traversal Fortinet fix  $0-$5k 

CVE-2020-12812 9.8 Critical Improper authentication Fortinet fix  $0-$5k 

CVE-2019-5591 6.5 Medium 
Missing Authentication for 

Critical Function 
Fortinet fix  $0-$5k 

5 SonicWall 

CVE-2021-20016 

9.8 Critical SQL injection SonicWall Fix $0-$5k 

CVE-2020-5135 

9.8 Critical Buffer Overflow SonicWall Fix $0-$5k 

CVE-2019-7481 

7.5 High SQL injection SonicWall Fix $0-$5k 

6 F5- Big IP 
CVE-2020-5902 9.8 Critical Path traversal F5 fix $0-$5k 

CVE-2021-22986 9.8 Critical Arbitrary code execution F5 fix $0-$5k 
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# Vendor CVE CVSS v3 score Attack vector Patch 
Current Exploit 

price 

7 Palo alto 

CVE-2020-2021 10 Critical Improper Verification Palo Alto fix  $5k-$25k 

CVE-2019-1579 8.1 High 
Use of Externally Controlled 

Format String 
Palo Alto fix  $0-$5k 

8 QNAP 
CVE-2021-28799 9.8 Critical Improper Authorization QNAP Fix $0-$5k 

CVE-2020-36198 8.1 High Out-of-bounds Write QNAP Fix $0-$5k 

9 Sophos CVE-2020-12271 10 Critical SQL injection Sophos Fix $0-$5k 

10 
Microsoft 
SharePoint 

CVE-2019-0604 9.8 Critical Improper Input Validation Microsoft SharePoint fix  $0-$5k 

11 RDP CVE-2019-0708 9.8 Critical Arbitrary code execution Microsoft RDP Fix  $0-$5k 

12 
Microsoft 

Office 
CVE-2017-0199 7.8 High Arbitrary code execution Microsoft Office Fix  $0-$5k 

13 VMware CVE-2021-21985 9.8 Critical Improper Input Validation Vmware fix $0-$5k 

 
 
NOTE: 
The current exploit price is based on exploit markets and vulnerability brokers, giving a cost-benefit perspective of threat actors versus 
the financial impact of a potential attack. 
 
 

References. 
https://twitter.com/uuallan/status/1436852174621925376 
https://www.enisa.europa.eu/publications/technical-reports-on-cybersecurity-situation-the-state-of-cyber-security-vulnerabilities 
https://www.csoonline.com/article/3572336/4-top-vulnerabilities-ransomware-attackers-exploited-in-2020.html 
https://cisomag.eccouncil.org/ransomware-vulnerabilities-that-could-bring-down-your-organization/ 
https://www.quantumcybersecurityskills.com/post/security-excellence-is-key-to-ransomware-prevention 
https://www.quantumcybersecurityskills.com/projects/the-impact-of-ransomware%3A-a-growing-threat 
 
 

https://twitter.com/SOCoptimization
http://www.quantumcybersecurityskills.com/
https://twitter.com/SOCoptimization
https://nvd.nist.gov/vuln/detail/CVE-2020-2021
https://security.paloaltonetworks.com/CVE-2020-2021
https://nvd.nist.gov/vuln/detail/CVE-2019-1579
https://security.paloaltonetworks.com/CVE-2019-1579
https://nvd.nist.gov/vuln/detail/CVE-2021-28799
https://www.qnap.com/en/security-advisory/QSA-21-13
https://nvd.nist.gov/vuln/detail/CVE-2020-14305
https://www.qnap.com/en/security-advisory/QSA-21-16
https://nvd.nist.gov/vuln/detail/CVE-2020-12271
https://news.sophos.com/en-us/2020/04/26/asnarok/
https://nvd.nist.gov/vuln/detail/cve-2019-0604
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-0604
https://nvd.nist.gov/vuln/detail/cve-2019-0708
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-0708
https://nvd.nist.gov/vuln/detail/cve-2017-0199
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0199
https://nvd.nist.gov/vuln/detail/CVE-2021-21985
https://www.vmware.com/security/advisories/VMSA-2021-0010.html
https://twitter.com/uuallan/status/1436852174621925376
https://www.enisa.europa.eu/publications/technical-reports-on-cybersecurity-situation-the-state-of-cyber-security-vulnerabilities
https://www.csoonline.com/article/3572336/4-top-vulnerabilities-ransomware-attackers-exploited-in-2020.html
https://cisomag.eccouncil.org/ransomware-vulnerabilities-that-could-bring-down-your-organization/
https://www.quantumcybersecurityskills.com/post/security-excellence-is-key-to-ransomware-prevention
https://www.quantumcybersecurityskills.com/projects/the-impact-of-ransomware%3A-a-growing-threat

