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We want you to know what, where and how. 
Because being prepared to face the next attack is a must.  

Test. Understand. Improve. Repeat. 

W h i t e p a p e r 

 
The Impact of Ransomware: A Growing Threat 
 

Ransomware continues to control the risks scenario in 2021, and the number of attacks has been growing 
quickly. According to various researchers, ransomware attacks have increased 102% during 2021. 
 

Affected sectors 
The development of cybercrime has made ransomware a 
profitable business, meaning that compromises have been 
increased. Global attacks (from North America, LATAM, 
EMEA to APAC), mean that certain sectors, such as 
Manufacturing, Health and Government have suffered 
greater impacts.  
 
 
 
 
 
 
 
 
 
 
 

Fig 1. Industries target by Ransomware. 
 

Because ransomware encrypts the data until the ransom 
is paid, ransomware is not very different from other types of 
attacks. Analyzing the different ways the companies have 
been compromised, the most common attack vectors are 
malicious emails, weak user privileges and well-known 
vulnerabilities. 
 

 
 
 
 
 
 
 
 
 

 
Fig 2. Ransomware by attack vector. 

 

Financial impact 
On average, a ransomware attack demands from US$6,000 
to US$180,000 for SMBs. Unfortunately, not all companies 
are prepared and do not have enough financial resources to 
resolve cybersecurity risks. As soon as the organizations 
have been targeted by a ransomware attack, average 
downtime costs are almost US$90,000 per incident, without 
mention that there is no guarantee that making the payment 
will recover the data.  

This is a breaking point for all targeted companies because 
the ransomware has encrypted their own and third-party 
data, such as clients and providers. This gives the attackers 
the opportunity to  threaten the customers of the victims, as 
well. This new ransomware trend is called “Triple Extorsion”. 
 

Cybersecurity thoughts 
One of the biggest mistakes is overestimating safety and 
security controls. The truth is that some of the large security 
providers have been compromised, such as Mandiant, 
Microsoft and Malwarebytes. However, the most successful 
leaders are always testing and stay alerted. 

Having a budget for cybersecurity can become a real issue. 
However, a well-deployed cybersecurity program is like car 
assurance: you know it is good as soon as you use it. Most of 
the time, the costs are a lot less than not having insurance 
and less than making a ransomware payment. We must ask 
ourselves: 

 
What would happen if your company is compromised? 
Is it prepared to face a ransomware attack? 
Do you know the security plan for your company? 
 

Partner with QCS for effective ransomware risk mitigation. If 
done correctly, 90% of ransomware attacks can be 
prevented, research studies suggest. 
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Take a full advantage of your services,  
generate valuable indicators to the business board 
because being ready and protected is totally possible  
and it’s our duty!  
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