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Severity: High Date: October 6th., 2021 

Attack complexity: Low/Medium 
Type: Poor security configuration  

 

Threat/Attack vector: Network 

 
Analysis of VPN attack vectors & best security practices. 
 
Description. 
During the last weeks, malicious activity has been observed regarding to different VPN vendors. Our CSIRT team has taken as a sample 
the top 5 vulnerabilities observed analyzing the vector attacks, region, and the exploitation paths to provide a list of recommendations 
to mitigate risks, strength configuration and reduce the impact. 
In the past weeks, malicious activities such as credential harvesting, remote code execution of arbitrary code on the VPN device, 
exploitation of cryptographic weakening of encrypted traffic sessions, hijacking of encrypted traffic sessions, and arbitrary reads of 
sensitive data (e.g., configurations, credentials, keys) from the device have been observed in different devices, industries, and countries. 
The outcomes eventually allow further compromises of the corporate network or identity infrastructure and third parties. 
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Recommendations: 
• Maintain sessions with TLS encryption. 

• Avoid selecting non-standard VPN solutions, including a class of products referred to as Secure Sockets Layer/Transport Layer 
Security (SSL/TLS) VPNs. These products include custom, non-standard features to tunnel traffic via TLS. 

• Carefully read vendor documentation to ensure potential products support IKE/IPsec VPNs. Documentation for some products 
may not provide comprehensive information about the protocols they support when establishing VPN tunnels. 

• Identify whether the product uses SSL/TLS in a proprietary or non-standards-based VPN protocol when unable to establish an 
IKE/IPsec VPN. Understand the circumstances that would cause the failure of IKE/IPsec negotiations. 

• Ensure that potential products use FIPS-validated cryptographic modules and can be configured to use only approved 
cryptographic algorithms. 

• Check that a product supports strong authentication credentials and protocols and disables weak credentials and protocols by 
default. Plan to use multi-factor authentication and select products that support the credentials to be used. 

• Research and select a vendor with a proven track record of supporting products via regular software updates and quickly 
remediating known vulnerabilities. 

• Request and validate a product’s Software Bill of Materials (SBOM) so the risk of the underlying software components can be 
adjudicated. Many vendors use outdated versions of open-source software in their products, including many with known 
vulnerabilities, so this risk is critical to manage. 

• Ensure the product has a robust method to validate the integrity of its own code and regularly perform code validation. As a 
security device on a network’s perimeter, VPN gateways are popular targets for an adversary. 

• Ensure the product includes protections against intrusions, such as use of signed binaries or firmware images, a secure boot 
process that verifies boot code before it runs or integrity validation of runtime processes and files. 

• Choose products that focus on protecting the core VPN functionality and do not have many additional features, or—at a 
minimum—ensure that additional features can be disabled and, preferably, are disabled by default. 

• Configure the VPN to use IKE/IPsec and disable SSL/TLS VPN functionality and fallback options if feasible. 

• For server authentication, use trusted server certificates and update them periodically (e.g., every year). Discourage the use 
of self-signed and wildcard certificates because they should not be trusted or are trusted for an overly broad scope, 
respectively. 

• If available, use client certificate authentication. Some VPN solutions may support client certificate authentication for remote 
clients attempting to access the VPN—such as by use of a smartcard—which is a stronger form of authentication than using 
passwords. Whenever supported, use client certificate authentication so that the VPN prohibits connections from clients that 
do not present valid, trusted certificates, if client certificate authentication is not available, then use other supported forms of 
multi-factor authentication to prevent malicious actors from authenticating with compromised passwords 

• When performing a major update or updating from a vulnerable version that is known to have been exploited, consider 
ppdating VPN user, administrator, and service account credentials, revoking and generating new VPN server keys and 
certificates, which may require redistributing VPN connection information to users and reviewing accounts to ensure that all 
accounts are expected and needed for remote access. Anomalous accounts can indicate a compromise. 

• Restrict external access to the VPN device by port and protocol, for IKE/IPsec VPNs, only allow UDP ports 500 and 4500 and 
Encapsulating Security Payload and for SSL/TLS VPNs, only allow TCP port 443 or other necessary ports and protocols. 

• If possible, allowlist known VPN peer IP addresses and block all others. Note: this may be difficult if it is expected that unknown 
peer IP addresses will be accessing the VPN. 

• Disable non-VPN-related functionality and advanced features that are more likely to have vulnerabilities. Features such as web 
administration, Remote Desktop Protocol, Secure Shell, and file sharing are convenient, but not necessary for the operation of 
remote access VPNs. 

• Restrict management interface access via the VPN. Malicious cyber actors that manage to compromise administrator 
credentials could try to authenticate into management interfaces and maliciously perform privileged operations. Do not allow 
VPN administrators to log into the management interface via the remote access VPN; instead, restrict administrative access to 
dedicated internal management networks. Investigate any attempts to use administrator credentials to access the remote 
access VPN. 
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• Deploy an intrusion prevention system in front of the remote access VPN to inspect session negotiations and detect unwanted 
VPN traffic. 

• Use Web Application Firewalls (WAFs). Some WAFs that are compatible with TLS VPN traffic may detect and block web 
application exploitation attempts, such as specially crafted Hypertext Transfer Protocol (HTTP) requests containing malformed 
strings that exploit VPN vulnerabilities. Work with WAF and VPN vendors to assess compatibility and deploy WAFs for 
protection, whenever supported. 

• Enable enhanced web application security. Some remote access VPN solutions may provide features for enhanced web 
application security to prevent compromise attempts against the VPN web applications, such as malicious reuse of users’ 
previous session information to bypass authentication. Enable these features whenever supported. 

• Employ appropriate network segmentation and restrictions to limit access, so only services that are needed remotely are 
accessible via the VPN. Use additional attributes (such as device information, environment of originating access request, 
strength of credentials, and access path risks) when making access decisions. 

• Enable local and remote logging to record and track VPN user activity, including authentication and access attempts, 
configuration changes, and network traffic metadata. Continuously monitor and conduct analytics on all logs to look for 
unauthorized access, malicious configuration changes, anomalous network traffic, and other indicators of compromise. 

 

References. 
https://www.niap-ccevs.org/Product/PCL.cfm 
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2791320/nsa-cisa-release-guidance-on-selecting-and-hardening-remote-access-vpns/ 
https://www.researchgate.net/publication/348301071_Common_Vulnerabilities_Exposed_in_VPN_-_A_Survey 

 
 

Next Step: sign up for free Proof of Value! 
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